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FIELD OF THE INVENTION

[001] The present invention relates to the field of the Atrtificial Intelligence and
Machine Learning based transmission of secure data with novel techniques,
methods, devices and apparatus. The invention more particularly relates to a
system for secure data transmission over a network based on code generation

and working method thereof.

BACKGROUND OF THE INVENTION

[002] The following description provides the information that may be useful in
understanding the present invention. It is not an admission that any of the
information provided herein is prior art or relevant to the presently claimed
invention, or that any publication specifically or implicitly referenced is prior
art.

[003] Further, the approaches described in this section are approaches that
could be pursued, but not necessarily approaches that have been previously
conceived or pursued. Therefore, unless otherwise indicated, it should not be
assumed that any of the approaches described in this section qualify as prior
art merely by virtue of their inclusion in this section.

[004] There has been a rising demand for secure data transmission through
public and private communication networks due to the growing importance of
such networks in commercial, industrial, military, and government sectors.
Without a secure method of transmission, sensitive information such as
financial records, medical records, and military secrets are at risk of being
intercepted and misused. Financial information, including credit card and
social security numbers, are often transmitted via the Internet and other

networks in the course of commercial transactions. Unfortunately, it is not
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uncommon for unscrupulous network users to intercept sent sensitive
material, usually to the victim's great financial and emotional disadvantage.
Data transmission in the industrial sector necessitates the same level of
security. Annually, American businesses lose billions of dollars due to
industrial espionage. The unauthorised interception of proprietary data
transferred through public and private communication networks places
industrial enterprise at a significant disadvantage, reducing corporate
profitability and the viability of businesses across the board.

[005] Accordingly, on the basis of aforesaid facts, there remains a need in the
prior art to provide a system for secure data transmission over a network
based on code generation and working method thereof. Therefore, it would be
useful and desirable to have a system, method, apparatus and interfaces to

meet the above-mentioned needs.

SUMMARY OF THE PRESENT INVENTION

[006] In view of the foregoing disadvantages inherent in the known types of
conventional transmission of secure data systems, methods and techniques,
are now present in the prior art, the present invention provides a system for
secure data transmission over a network based on code generation and
working method thereof, which has all the advantages of the prior art and none
of the disadvantages.

[007] It is an object of the present invention, a first means for establishing the
authenticity among the entities and ensuring the safety of data transmissions
over potentially compromised data communications networks by using a
secret code shared between the entities, pseudo-randomly generated data

values, and an encryption technique.
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[008] Furthermore, entities connected with the computer system sends data
to the first mean, which links to the transmission media via a modem or other
mechanism using a network interface card, which may include an Ethernet
connection, an interface device may additionally interface to a packet
switching network, such as the Internet.

[009] In this respect, before explaining at least one object of the invention in
detall, it is to be understood that the invention is not limited in its application
to the details of set of rules and to the arrangements of the various models set
forth in the following description or illustrated in the drawings. The invention is
capable of other objects and of being practiced and carried out in various
ways, according to the need of that industry. Also, it is to be understood that
the phraseology and terminology employed herein are for the purpose of
description and should not be regarded as limiting.

[010] These together with other objects of the invention, along with the various
features of novelty which characterize the invention, are pointed out with
particularity in the disclosure. For a better understanding of the invention, its
operating advantages and the specific objects attained by its uses, reference
should be made to the accompanying drawings and descriptive matter in

which there are illustrated preferred embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[011] When considering the following thorough explanation of the present
invention, it will be easier to understand it and other objects than those
mentioned above will become evident. Such description refers to the

illustrations in the annex, wherein:
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[012] FIG. 1, illustrates a conventional system for secure data transmission
over a network based on code generation and working method thereof, in

accordance with an embodiment of the present invention.

[013] FIG. 2, illustrates another schematic diagram of the system for secure
data transmission over a network based on code generation and working

method thereof, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[014] The following sections of this article will provide various embodiments
of the current invention with references to the accompanying drawings,
whereby the reference numbers utilised in the picture correspond to like
elements throughout the description. However, this invention is not limited to
the embodiment described here and may be embodied in several other ways.
Instead, the embodiment is included to ensure that this disclosure is extensive
and complete and that individuals of ordinary skill in the art are properly
informed of the extent of the invention. Numerical values and ranges are given
for many parts of the implementations discussed in the following thorough
discussion. These numbers and ranges are merely to be used as examples
and are not meant to restrict the claims' applicability. A variety of materials are
also recognised as fitting for certain aspects of the implementations. These
materials should only be used as examples and are not meant to restrict the
application of the innovation.

[015] Referring now to the drawings, these are illustrated in FIG. 1 & 2, the
present invention discloses a system for secure data transmission over a
network based on code generation and working method thereof. The system

is comprised of, but not limited to, a first means for establishing the authenticity
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among the entities and ensuring the safety of data transmissions over
potentially compromised data communications networks by using a secret
code shared between the entities, pseudo-randomly generated data values,
and an encryption technique.

[016] In accordance with another embodiment of the present invention, the
entities connected with the computer system sends data to the first mean,
which links to the transmission media via a modem or other mechanism using
a network interface card, which may include an Ethernet connection, an
interface device may additionally interface to a packet switching network, such
as the internet.

[017] In accordance with another embodiment of the present invention, once
a shared secret code has been formed and agreed upon by the entities, the
invention enables them to carry out the necessary duties without sending the
shared secret code, further, the secret code is used by both parties in an
encryption technique to encrypt and decrypt values of pseudo-random data.
[018] In accordance with another embodiment of the present invention, the
computer system is divided into client system and server system, which utilize
token as the secret code for an authentication function to validate the identity
of the client system to the server system the client system transmits token to
the server system for verification.

[019] In accordance with another embodiment of the present invention, an
initial token is known only by the client and server systems, is established and
used to initialise the client system, and further, utilise this initialization token in
an authentication and/or encryption procedure of pseudo-random data with

the server system.
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[020] Further, a second means to ensure that only those who know the shared
secret code can deduce the right pseudo-random data values that will be used
as an encryption key or authentication code, several encryption-decryption
processes are utilised with varying encryption keys and pseudo-random data
values.

[021] In accordance with another embodiment of the present invention, the
packet switched network can be either a wired or wireless network, depending
on the implementation to send data from the interface device to the second
means having a second interface device via the packet switched network.
[022] The above-mentioned invention is provided with the preciseness in its
real-world applications to provide a system for secure data transmission over
a network based on code generation and working method thereof. Further, the
data packetization and encryption is supported by the primary interface
device, and further, data can be received from the second interface device
and sent to the primary computer system of the entities via the first interface
device.

[023] The benefits and advantages that the present invention may offer have
been discussed above with reference to particular embodiments. These
benefits and advantages are not to be interpreted as critical, necessary, or
essential features of any or all of the embodiments, nor are they to be read as
any elements or constraints that might contribute to their occurring or
becoming more evident.

[024] Although specific embodiments have been used to describe the current
invention, it should be recognized that these embodiments are merely

illustrative and that the invention is not limited to them. The aforementioned



embodiments are open to numerous alterations, additions, and improvements.
These adaptations, changes, additions, and enhancements are considered to

be within the purview of the invention.
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We Claim:

. A system for secure data transmission over a network based on code

generation, comprising:

a first means for establishing the authenticity among the entities and ensuring
the safety of data transmissions over potentially compromised data
communications networks by using a secret code shared between the entities,

pseudo-randomly generated data values, and an encryption technique.

. The system as claimed in claim 1, wherein the entities connected with the

computer system sends data to the first mean, which links to the transmission
media via a modem or other mechanism using a network interface card, which
may include an Ethernet connection, an interface device may additionally

interface to a packet switching network, such as the Internet.

. The system as claimed in claim 1, wherein once a shared secret code has been

formed and agreed upon by the entities, the invention enables them to carry out
the necessary duties without sending the shared secret code, further, the secret
code is used by both parties in an encryption technique to encrypt and decrypt

values of pseudo-random data.

. The system as claimed in claim 1, wherein the computer system is divided into

client system and server system, which utilize token as the secret code for an
authentication function to validate the identity of the client system to the server

system the client system transmits token to the server system for verification.

. The system as claimed in claim 1, wherein an initial token is known only by the

client and server systems, is established and used to initialise the client system,
and further, utilise this initialization token in an authentication and/or encryption

procedure of pseudo-random data with the server system.

10
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. The system as claimed in claim 1, wherein a second means to ensure that only

those who know the shared secret code can deduce the right pseudo-random
data values that will be used as an encryption key or authentication code,
several encryption-decryption processes are utilised with varying encryption

keys and pseudo-random data values.

. The system as claimed in claim 1, wherein the packet switched network can be

either a wired or wireless network, depending on the implementation to send
data from the interface device to the second means having a second interface

device via the packet switched network.

. The system as claimed in claim 1, wherein the data packetization and

encryption is supported by the primary interface device, and further, data can
be received from the second interface device and sent to the primary computer
system of the entities via the first interface device.

Dated this 04" day of March 2023

Applicant(s)
Dr. B. R. Ambedkar Chair- Andhra University et. al.
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ABSTRACT
A NOVEL SYSTEM FOR SECURE DATA TRANSMISSION OVER A NETWORK

BASED ON CODE GENERATION AND WORKING METHOD THEREOF

[025] The present invention discloses a system for secure data transmission over a
network based on code generation and working method thereof. In the present
invention, a first means for establishing the authenticity among the entities and
ensuring the safety of data transmissions over potentially compromised data
communications networks by using a secret code shared between the entities,
pseudo-randomly generated data values, and an encryption technique. Further, the
entities connected with the computer system sends data to the first mean, which links
to the transmission media via a modem or other mechanism using a network interface
card, which may include an Ethernet connection, an interface device may additionally

interface to a packet switching network, such as the Internet.

Accompanied Drawing [FIGS. 1-2]
Dated this 04" day of March 2023

Applicant(s)
Dr. B. R. Ambedkar Chair- Andhra University et. al.
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